
NOW, THEREFORE, pursuant to the authority vested in me as Governor by the
Constitution and the laws of the State of North Carolina, IT IS ORDERED THAT:

1.	 Executive Branch employees shall treat all e-mail messages, which they send or
receive via state government e-mail accounts as public records and shall handle
and maintain them in compliance with the Public Records Law and records
retention policies in the same manner as paper documents or other tangible
records.

Executive Branch employees shall not delete in a 24-hour period any e-mail
messages sent or received in the course of conducting State business.

Executive Branch employees shall not use state e-mail accounts for political
purposes.

Executive Branch employees shall not use state e-mail accounts for personal
purposes except to communicate about family matters. All employees shall
assume that information on the state's e-mail system is subject to public review
and to review by state officials.

All outgoing e-mails sent from Executive Branch state e-mail accounts shall
include language notifying the recipient(s) that the message is subject to the
Public Records Law and may be disclosed to third parties.

Employees who conduct public business via personal e-mail accounts or non-
government technology shall ensure that all public records are properly retained
and archived pursuant to the Public Records Law and applicable record retention
schedules.

The Department of Cultural Resources (DCR) shall provide all Executive Branch
employees with online training for managing e-mail as public records, which
training shall be mandatory for all employees who handle public records.

Information Technology Services (ITS) shall copy all Executive Branch agencies'
e-mail messages to backup tapes at least once daily and shall retain the tapes for a
minimum of ten (10) years.

Executive Branch agencies shall collaborate with the State Chief Information
Officer (CIO) and DCR to employ a software platform that complies with the
E-Mail Records Review Panel's recommendations, including saving backup tapes
for a minimum of ten years.

As soon as possible, the Office of the State CIO shall procure, through the
competitive bidding process, an archive system and shall work jointly and in
collaboration with DCR to provide the archives/records management software
package to be used by state agencies.


